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Seventh Semester B.E. Degree Examinatidn, Feb./Mar.2022
1l^rn*rr thh,rr.,:.'.:,,Gryptograpity

-".
Time: 3 hrs. ;*# 

^ 
Max. Marks: 80
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Note: Answer any FIVE full questions, chooiing ONE full quationfrom each module.
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a. Generate the table for GF(23)
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a. Explain in detail $qup, Ring and Field. ,.+, ,s' (08 Marks)
b. For the given;.,pofuomial perform ad$i*.,ihn, subtraction, multiplication and division

operations o-ver.i1}F(2) I .,q
f(x)=11#xo+x3+x+1 and g(11="{'+x+1 (o8Marks)

a. Explam the general model ot netlM,prl( secunty Systerp$$ , .-. (08 Marks)
b. Explain the playfair rules for oncryption using ptry*&{rt eyword "MHS,$,AGE". Encrypt the

plain text "CRYPTOGR4P,,HY". ,.,.. :*"-.*" (0s Marks)'"',
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a. Wit neat diagramrqexdlain single round OftS:uiorg with the-lop,fueneration. (08 Marks)

b. Encrypt trre p,ffi "sECURIrffiir cipher,Jhr&". with the 0., [; i] .*o-%3\
the Ciphel teitt. 

{.*vi ., ...,*ry* (08 Marks)
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a. With a"heat diagranr, expfhin\he AES Encrpfidn algorithm. (08 Marks)
o,,,,.,,,*.; 
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diagram' (08 Marks)

a. Explain the LFSR with neat diagram. (08 Marks)
b. Explain the'fSllowing stream cipfrirl"*ith neat diagrams:

(r) Alternating stop and go generator.
(i0 Bllateral stop and g$ generator. (08 Marks)

.-....;t::::+ ,;"1'...:rlYlU(llllE-4 ,ijt;i,1..

a. ExplaiiiThe general model of n#ffiik security systerB,.ur,\'"

.:;-,,'-i." Module-4
a. Explain Diffie Hellman key exchange algorithm. Also find (t) A's public key

(ii) B's public key,^ (iii) Shared secret key using Diffie Hellman key exchange q : 71, its
primitive root -ot= 7 A's private key is '5' B's private key is 12. (08 Marks)

b. Explain RsAWge\ithm, also perform encryption and decryption using RSA algorithm for
p = 7, Q = l1,n e'= 17 and m = 8 (08 Marks)
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84.
b.

State and explain Fermat's theorem, also find prime

Explain Chinese remainder theorem. By using CRT r the following:

X =1(mod5)
X = 2(mod 6) fl
X = 3(mod7) Sffi
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10 a. Explain discrete fgqarltlm @Bdre schemes' 

.Fb. Write a note on digital sgnqffi algorithm' ..5''"
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